ELECTRONICALLY FILED
Benton County Circuit Court
Brenda DeShields, Circuit Clerk

2017-Feb-17 17:09:32
04CR-16-370
C19WD02 : 91 Pages

IN THE CIRCUIT COURT OF BENTON COUNTY, ARKANSAS
STATE OF ARKANSAS

PLAINTIFF
CASE NO. CR-2016-370-2

v.

DEFENDANT

JAMES A. BATES

MEMORANDUM OF LAW IN SUPPORT OF
AMAZON’S MOTION TO QUASH SEARCH WARRANT
Pursuant to Rule 13 of the Arkansas Rules of Criminal Procedure, Petitioner
Amazon.com, Inc. (“Amazon”), submits this memorandum in support of its Motion to Quash a
search warrant served on Amazon.1 The warrant requests that Amazon produce any audio
recordings and transcripts that were created as a result of interactions with an Amazon Echo
device owned by the defendant James Bates and located in his residence. Given the important
First Amendment and privacy implications at stake, the warrant should be quashed unless the
Court finds that the State has met its heightened burden for compelled production of such
materials.
PRELIMINARY STATEMENT
The Amazon Echo is a hands-free speaker that users control with their voice. Echo uses
a processor on the device to identify a “wake word” and in response to that word connects the
device to Amazon’s cloud-based Alexa Voice Service to receive and respond to voice
commands. In response to such commands the device delivers information such as news,
weather, music, and other forms of entertainment and content over the device’s speaker. Such

Amazon and the State have agreed to confer with the Court, following the filing of Amazon’s Motion to Quash, to
determine dates for the filing of any response and reply, and for holding any hearing in this matter.
1
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interactions may constitute expressive content that implicates privacy concerns and First
Amendment protections.
Echo has received rave reviews from consumers and experts, and its popularity has led to
other companies developing and selling similar “smart” speakers for use in the home. In
addition to the original Echo device, Amazon also sells two additional Alexa-enabled devices –
the Echo Dot and the Amazon Tap.
Amazon does not seek to obstruct any lawful investigation, but rather seeks to protect the
privacy rights of its customers when the government is seeking their data from Amazon,
especially when that data may include expressive content protected by the First Amendment. As
courts have observed, “[t]he fear of government tracking and censoring one’s reading, listening,
and viewing choices chills the exercise of First Amendment rights.” Amazon.com LLC v. Lay,
758 F. Supp. 2d 1154, 1168 (W.D. Wash. 2010).
Accordingly, Amazon asks this Court, consistent with the rulings of many other courts, to
require the State in the first instance to make a heightened showing of relevance and need for any
recordings. Specifically, the State must demonstrate: (1) a compelling need for the information
sought, including that it is not available from other sources; and (2) a sufficient nexus between
the information and the subject of the criminal investigation. See, e.g., Amazon.com LLC v. Lay,
758 F. Supp. 2d at 1167-69; In re Grand Jury Subpoena to Amazon.com dated August 7, 2006,
246 F.R.D. 570, 572-74 (W.D. Wis. 2007); In re Grand Jury Investigation of Possible Violation
of 18 U.S.C. § 1461, 706 F. Supp. 2d 11, 18-19 (D.D.C. 2005); In re Grand Jury Subpoena to
Kramerbooks & Afterwords Inc., 26 Media L. Rep. 1599, 1599-1601 (D.D.C. 1998) (attached
hereto as Exhibit 1); Tattered Cover, Inc. v. City of Thornton, 44 P.3d 1044, 1058-59 (Colo.
2002) (en banc).
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In order to ensure consistent application of these standards, Amazon asks the Court to
confirm that such a heightened standard applies when the requested audio recordings (and
transcripts) of speech and sounds in a subscriber’s home implicate privacy and First Amendment
concerns. If the Court finds that the State has made a prima facie showing of heightened need
and relevance for recordings from the defendant’s Echo, then this Court should review the
specific recordings in camera to determine whether the heightened standard for disclosure has
been satisfied.
FACTUAL BACKGROUND
A.

Amazon

Amazon is one of the world’s leading online retailers, selling books, music, movies, and
other types of products to millions of customers worldwide, and it seeks to be Earth’s most
customer-centric company. Stanford Aff. ¶ 4.2 Amazon takes very seriously any attempts to
invade the privacy of its customers, and Amazon advises customers of its privacy practices –
including that Amazon does not voluntarily share its customers’ product choices – in a Privacy
Notice linked at the bottom of nearly every page on Amazon’s website. See
https://www.amazon.com/privacy. Stanford Aff. ¶ 5.
Amazon customers have expressed concern about disclosure of their purchase choices
and have indicated a reluctance to use Amazon for online purchasing if their privacy is not
protected. For example, when the North Carolina Department of Revenue demanded that
Amazon disclose names and addresses along with purchases that included expressive works,
several customers took the extraordinary step of intervening anonymously and submitting

Amazon submits the Affidavit of Jeff Stanford (“Stanford Aff.”), attached hereto as Exhibit 3, to provide
background information concerning the characteristics and operation of the Echo device. These details supplement
– but do not conflict with – the description of Echo set forth in the search warrant affidavit. See Stanford Aff. Ex.
A-1.
2
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declarations to describe sensitive purchases that they deemed private and did not want disclosed.
Amazon.com LLC v. Lay, 758 F. Supp. 2d 1154. Each intervenor testified that disclosure of
sensitive personal information about their Amazon purchases could harm their career and
reputation, and the possibility of such disclosure would dissuade them from purchasing
expressive works from Amazon. Id. at 1160, 1163, 1168.3 Consistent with its privacy practices,
Amazon likewise sought to protect this information from disclosure. The court agreed with this
request, finding that “Amazon and the Intervenors have established that the First Amendment
protects the disclosure of individual’s reading, listening, and viewing habits.” Id. at 1168.
B.

The Amazon Echo

The Amazon Echo is a 9.3-inch voice-controlled speaker equipped with seven
microphones, which use beam-forming technology to pick up sound from anywhere in the room,
even when music is playing. Stanford Aff. ¶ 6. When in standby mode, Echo is available to
recognize the “wake word,” which activates the device.4 Id. ¶ 7. When it detects the wake word,
Echo connects remotely to the Alexa Voice Service – Amazon’s intelligent personal assistant –
and transmits audio to the Alexa Voice Service in the cloud to process and respond to the user’s
request. Id. When Echo is capturing and transmitting audio to the cloud, a blue light on the
device is illuminated. Id. Echo’s microphones can also be manually disabled by a user by
pressing a mute button, in which case a red light on the device is illuminated and power to the
microphones is cut off. Id.

For example, intervenors in the Lay case explained that they had purchased, among other things, “self-help” books
from Amazon explaining how to obtain a divorce and restraining order against an abusive spouse, books that
revealed political affiliations, books about atheism, and books about coping with specific mental health conditions.
See Complaint in Intervention for Declaratory and Injunctive Relief, Amazon.com LLC v. Lay, No. 1:10-cv-00664MJP, ECF No. 61, ¶¶ 68-127 (W.D. Wash. Aug. 16, 2010).
3

The default wake word is “Alexa” but it can be changed by a user to “Amazon,” “Echo,” or “Computer.” Stanford
Aff. ¶ 7, n.1.
4
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When the Alexa Voice Service receives and processes a user’s audio query, Alexa
responds with the requested information or content, or else might state that it is unable to
understand the request or to provide the information requested. Stanford Aff. ¶ 8. No audio
recording of the user’s request is stored on the device itself. Id. Instead, an audio recording and
a transcript of the request is stored on Amazon’s servers, none of which are located in Arkansas.
Id. Alexa’s response to the request or a depiction of the source material (for example, the album
cover for a song requested and played) may also be stored. Id. All data is protected during
transmission and securely stored. Id.
Users convey, and the Alexa Voice Service returns, expressive content through their
Alexa-enabled devices. Stanford Aff. ¶ 9. For example, as the search warrant affidavit in this
case notes, Echo can be commanded to, among other things, play music, stream podcasts, play
audio books, request information about various subjects, or request “real-time information,”
including news, weather, and traffic conditions related to the user’s or any other location. Id.
For example, users may ask for information about a sensitive health condition or a controversial
political figure. Id. Users can also now order products from Amazon, including books and other
expressive materials, using the Alexa Voice Service. Id.
Echo customers can access and review all voice interactions with Alexa through the
Alexa App, which is available for Android, Apple, and Fire devices, and desktop browsers.
Stanford Aff. ¶ 10. Customers have the ability to listen to their voice recordings, view
transcripts of those recordings, and delete any or all past recordings. Id. In this case, the
defendant’s Alexa account remains available and accessible to him, and no recordings have been
deleted from the requested time period. Id. ¶ 16.
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C.

Procedural Posture

Amazon brings this motion to quash a search warrant that was issued as part of the
Bentonville Police Department’s investigation into the death of Victor Collins, which is believed
to have occurred at the residence of the defendant James Bates either late in the evening of
November 21, 2015, or early in the morning of November 22. According to the search warrant
affidavit, the victim’s body was found by the Bentonville Police on the morning of November 22
after they responded to a 911 call from the defendant. Stanford Aff. Ex. A-1. The defendant was
arrested on February 22, 2016, and charged with first-degree murder. He pleaded not guilty and
is currently released on bail pending trial.
During a search of the defendant’s residence on December 3, 2015, the Bentonville
Police seized an Echo device located in the kitchen. Stanford Aff. Ex. A-1. On December 4,
2015, the Bentonville Police emailed a preservation request to Amazon for all records associated
with the Echo device. Id. ¶ 11. Amazon promptly and fully complied with that preservation
request. Id.
On December 4, 2015, the Bentonville Police also obtained a search warrant directed to
Amazon, and later served that warrant on Amazon. Stanford Aff. ¶ 12. On January 29, 2016, the
Bentonville Police obtained and served on Amazon an extension of the warrant. Id. Both the
original search warrant and the extension specified that the Bentonville Police should search for
and seize “audio recordings, transcribed records, or other text records related to communications
and transactions” between the Echo device and Amazon’s servers during the 48-hour period of
November 21 through 22, 2015, as well as subscriber and account information. Id. Exs. A-1, A2. The search warrant included a non-disclosure requirement stating that “Amazon.com and any
other involved party shall not supply information of this search warrant to anyone other than
those necessary to comply with this search warrant.” Id.
6
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On February 8, 2016, Amazon partially complied with the warrant by producing
subscriber information and purchase history for the defendant’s Amazon account. Stanford Aff.
¶ 13. Amazon has not yet produced any recordings or transcripts. Id.
On April 18, 2016, the State filed in the public records of the Circuit Clerk’s office a
search warrant return, along with the search warrants and supporting affidavits, accurately
informing the Court that Amazon “eventually complied with the search warrants on February 8,
2016, but only supplied a portion of what was requested in both search warrants.” Stanford Aff.
¶ 14, Ex. A. Amazon was not served with a copy of the State’s April 18, 2016 filing. Id. ¶ 14.
On June 28, 2016, the Bentonville Police obtained a search warrant for data contained on
the defendant’s Echo device, the defendant’s Huawei Nexus cell phone, and the victim’s LG cell
phone, all of which had been previously seized. Stanford Aff. Ex. B. According to a search
warrant return filed by the State in the public records of the Circuit Clerk’s office on August 26,
2016, the Bentonville Police were able to “extract the data” from the Echo device and the LG
cell phone, but not from the Nexus cell phone. Id.5
The June 28, 2016 search warrant return also indicated that the Bentonville Police were
unable to extract any data from the defendant’s Nexus cell phone “due to the device being
encrypted at the chipset level.” Stanford Aff. Ex. B. If the defendant had installed the Alexa
App, and the cell phone could be accessed, then any stored audio recordings, transcripts of
recordings, and records of responses from Alexa would be accessible on the cell phone. Id. ¶ 10.
The search warrant to Amazon received widespread coverage by local, national, and
international news outlets following a December 27, 2016 article on the technology news website

5

Data extracted from the Echo device would not have included any voice recordings from Alexa because such data
is stored remotely. Stanford Aff. ¶ 8.
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The Information discussing the efforts by the Bentonville Police in this case to obtain data from
the Echo device, and warning readers to “[b]e careful what you say around your Amazon Echo.”
Stanford Aff. ¶ 17.6 Soon after the December 27, 2016 article was published, the State informed
Amazon that it intended to pursue full compliance with the search warrant. Id. ¶ 18.
Virtually all of the press coverage has centered on privacy concerns.7 Indeed, both the
State and the defense in this case have made public statements to the press about the matter, and
those comments have at times also focused on user privacy. See Stanford Aff. ¶ 19, Ex. D.

See, e.g., Tom Dotan & Reed Albergotti, “Amazon Echo and the Hot Tub Murder,” The Information (Dec. 27,
2016), https://www.theinformation.com/amazon-echo-and-the-hot-tub-murder?eu=1HJyR6S41hGbiyraV-j7Jw
(attached as Exhibit C to the Stanford Affidavit). See also, e.g., Max Bradley, “Bentonville police try to tap hightech devices for murder case clues,” Arkansas Times: Arkansas Blog (Dec. 28, 2016);
http://www.arktimes.com/ArkansasBlog/archives/2016/12/28/bentonville-police-try-to-tap-high-tech-devices-formurder-case-clues; Eliott C. McLaughlin & Keith Allen, “Alexa, can you help with this murder case?,” CNN (Dec.
28, 2016), http://www.cnn.com/2016/12/28/tech/amazon-echo-alexa-bentonville-arkansas-murder-casetrnd/; Elizabeth Weise, “Police ask Alexa: Who dunnit,” USA Today (Dec. 29, 2016),
http://www.usatoday.com/story/tech/news/2016/12/27/amazon-alexa-echo-murder-case-bentonville-hot-tub-jamesandrew-bates/95879532/; Billy Steele, “Police seek Amazon Echo data in murder case (updated),” Engadget (Dec.
27, 2016), https://www.engadget.com/2016/12/27/amazon-echo-audio-data-murder-case/; Amy B. Wang, Can Alexa
help solve a murder? Police think so – but Amazon won’t give up her data,” Wash. Post. (Dec. 28,
2016), https://www.washingtonpost.com/news/the-switch/wp/2016/12/28/can-alexa-help-solve-a-murder-policethink-so-but-amazon-wont-give-up-her-data/?utm_term=.bdba2356dffa; Sean Gallagher, “Police ask: ‘Alexa, did
you witness a murder?,’” Ars Technica (Dec. 28, 2016), http://arstechnica.com/tech-policy/2016/12/police-askalexa-did-you-witness-a-murder/; Erik Ortiz, “Prosecutors Get Warrant for Amazon Echo Data in Arkansas Murder
Case,” NBC News (Dec. 28, 2016), http://www.nbcnews.com/tech/internet/prosecutors-get-warrant-amazon-echodata-arkansas-murder-case-n700776; Christopher Mele, “Bid for Access to Amazon Echo Audio in Murder Case
Raises Privacy Concerns,” N.Y. Times (Dec. 28, 2016), https://www.nytimes.com/2016/12/28/business/amazonecho-murder-case-arkansas.html; “Arkansas Prosecutors Seek Possible Evidence for Murder From Amazon Echo
Device,” ABC News (Dec. 29, 2016), http://abcnews.go.com/US/arkansas-prosecutors-seek-evidence-murderamazon-echo-device/story?id=44439545; “Murder squad sought Amazon Echo data,” BBC News (Dec. 28, 2016),
http://www.bbc.com/news/technology-38450658; Alfred Ng, “Police request Echo recordings for homicide
investigation,” CNET (Dec. 27, 2016), https://www.cnet.com/news/police-request-echo-recordings-for-homicideinvestigation/; Tom Brant, “Amazon Alexa data wanted in murder investigation, Fox News (Dec. 28, 2016),
http://www.foxnews.com/tech/2016/12/28/amazon-alexa-data-wanted-in-murder-investigation.html; David Lohr,
“Amazon Refuses To Comply With Police Request In Arkansas Murder Case,” Huffington Post (Dec. 28, 2016),
http://www.huffingtonpost.com/entry/amazon-arkansas-murder-case_us_58642d86e4b0eb586488082c; Tony
Bradley, “How Amazon Echo Users Can Control Privacy,” Forbes (Jan. 5, 2017),
http://www.forbes.com/sites/tonybradley/2017/01/05/alexa-is-listening-but-amazon-values-privacy-and-gives-youcontrol/#46ddbfb95eed; Agatha French, “Alexa may be listening, but will she tell on you?,” L.A. Times (Jan. 5,
2017), http://www.latimes.com/business/technology/la-fi-tn-amazon-echo-privacy-qa-20170105-story.html.
6

See, e.g., Sean Gallagher, “Police ask: ‘Alexa, did you witness a murder?,’” Ars Technica (Dec. 28, 2016),
http://arstechnica.com/tech-policy/2016/12/police-ask-alexa-did-you-witness-a-murder/ (warning consumers that “it
may behoove you to watch what you say around your Echo”); Billy Steele, “Police seek Amazon Echo data in
murder case (updated),” Engadget (Dec. 27, 2016), https://www.engadget.com/2016/12/27/amazon-echo-audio-data7
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ARGUMENT8
A.

The First Amendment Applies to Alexa’s Audio Recordings and Responses

Once the Echo device detects the wake word, the Alexa Voice Service endeavors to
respond to any ensuing voice communications detected in the user’s home. Accordingly,
searching Alexa’s recordings is not the same as searching a drawer, a pocket, or a glove
compartment. Like cell phones, such modern “smart” electronic devices contain a multitude of
data that can “reveal much more in combination than any isolated record,” allowing those with
access to it to reconstruct “[t]he sum of an individual’s private life.” Riley v. California, 134 S.
Ct. 2473, 2489 (2014). The recordings stored by Amazon for a subscriber’s Echo device will
usually be both (1) the user’s speech, in the form of a request for information from Alexa, and
(2) a transcript or depiction of the Alexa Voice Service response conveying the information it
determines would be most responsive to the user’s query. Both types of information are
protected speech under the First Amendment.

murder-case/ (“the request for stored Echo information raises a bigger question about privacy”); Elizabeth Weise,
“Police ask Alexa: Who dunnit,” USA Today (Dec. 29, 2016),
http://www.usatoday.com/story/tech/news/2016/12/27/amazon-alexa-echo-murder-case-bentonville-hot-tub-jamesandrew-bates/95879532/ (discussing concerns with information stored by Echo and similar devices in light of the
instant case); Blake Montgomery, “A Murder Case Highlights The Amazon Echo’s Big Privacy Concerns,”
BuzzFeed (Dec. 27, 2016), https://www.buzzfeed.com/blakemontgomery/cops-in-arkansas-are-trying-to-solve-amurder-with-amazon-ec (“The Amazon Echo speaker you got for Christmas may have privacy concerns in the
package — the device, whose always-listening AI is one of its key features, could record and store information you
wouldn’t want law enforcement to access.”); Tony Bradley, “How Amazon Echo Users Can Control Privacy,”
Forbes (Jan. 5, 2017), http://www.forbes.com/sites/tonybradley/2017/01/05/alexa-is-listening-but-amazon-valuesprivacy-and-gives-you-control/#46ddbfb95eed (“The idea that Alexa is always listening or may somehow
incriminate you is a concern for owners of the Amazon … devices.”).
8

By its own terms, the search warrant has expired. The original warrant was dated December 4, 2015, and in
accordance with Ark. R. Crim. P. 13.2(c), the Court authorized execution of the warrant within 60 days. On
January 29, 2016, the warrant was extended to allow for another 60 days. Accordingly, the warrant expired more
than 10 months ago, on March 29, 2016, and no further extension or revised warrant was sought or obtained. That
notwithstanding, Amazon does not intend to challenge the warrant on this ground.
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1.

Amazon Users’ Requests to Alexa Are Protected
by the First Amendment

It is well established that the First Amendment protects not only an individual’s right to
speak, but also his or her “right to receive information and ideas.” Stanley v. Georgia, 394 U.S.
557, 564 (1969); see also Griswold v. Connecticut, 381 U.S. 479, 482 (1965) (“The right of
freedom of speech and press includes not only the right to utter or to print, but the right to
distribute, the right to receive, the right to read … and freedom of inquiry ….”). At the heart of
that First Amendment protection is the right to browse and purchase expressive materials
anonymously, without fear of government discovery. See, e.g., McIntyre v. Ohio Elections
Comm’n, 514 U.S. 334, 357 (1995); Lamont v. Postmaster Gen., 381 U.S. 301, 307 (1965).
For this reason, courts have recognized that government demands for records of an
individual’s requests for and purchases of expressive material implicate First Amendment
concerns. For example, when independent counsel Kenneth W. Starr demanded records of
Monica Lewinsky’s book purchases from a local bookstore as part of his investigation of former
President Bill Clinton, the court held that the request implicated First Amendment concerns,
requiring the government to make a heightened showing to obtain the requested information. In
re Grand Jury Subpoena to Kramerbooks & Afterwords Inc., 26 Media L. Rep. at 1599-1601.9
Following that precedent, the Colorado Supreme Court held that law enforcement was
required to make a similar heightened showing before forcing a bookstore to produce records –
in response to a search warrant – concerning whether a suspect had purchased two “how-to”
books on drug laboratories that were found at the scene of a methamphetamines lab operating out

9

Ultimately, the dispute was resolved when Ms. Lewinsky agreed to provide the independent counsel with
information about her own book purchases, avoiding the need to seek this information from the bookstore. See
David Streitfeld, “Starr Will Get Bookstore Records,” Wash. Post (June 23, 1998), available at
http://www.washingtonpost.com/wp-srv/politics/special/clinton/stories/starr062398.htm.
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of the suspect’s trailer. Tattered Cover, 44 P.3d at 1056-59. As Justice Douglas of the Supreme
Court once warned: “Once the government can demand of a publisher the names of the
purchasers of his publications, the free press as we know it disappears. Then the spectre of a
government agent will look over the shoulder of everyone who reads. The purchase of a book or
pamphlet today may result in a subpoena tomorrow.” United States v. Rumely, 345 U.S. 41, 5758 (1953) (Douglas, J., concurring).
Here, as the search warrant affidavit recognizes, Amazon customers use their Alexaenabled devices to request a variety of information and expressive material, including “music
playback,” “streaming podcasts,” and “playing audio books.” Given these functions, Amazon’s
recordings of its customers’ requests for information through the devices are subject to the
heightened protections of the First Amendment.10
2.

Alexa’s Responses to User Queries Are Protected by the First
Amendment

In addition to the recordings of user requests for information, Alexa’s responses are also
protected by the First Amendment. First, as noted above, the responses may contain expressive
material, such as a podcast, an audiobook, or music requested by the user. Second, the response
itself constitutes Amazon’s First Amendment-protected speech. In a similar context, courts have
recognized that “the First Amendment protects as speech the results produced by an Internet
search engine.” Zhang v. Baidu.com Inc., 10 F. Supp. 3d 433, 435 (S.D.N.Y. 2014). Alexa’s
decision about what information to include in its response, like the ranking of search results, is
“constitutionally protected opinion” that is “entitled to ‘full constitutional protection.’” Search

10

In addition to its own rights, Amazon has standing to assert the First Amendment rights of its customers. Virginia
v. Am. Booksellers Ass’n, 484 U.S. 383, 392-93 (1988).
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King, Inc. v. Google Tech., Inc., 2003 WL 21464568, at *4 (W.D. Okla. May 27, 2003) (citation
omitted).
B.

Under the Heightened Standard, the State Must Make a Threshold Showing
of Compelling Need for the Requested Information and Sufficient Nexus to
the Investigation

Courts have consistently applied a heightened level of scrutiny when the government
seeks First Amendment-protected material, whether through a search warrant, grand jury
subpoena, or other demand. In such cases, it is the government’s burden to show both that (1) it
has a “compelling interest” in the requested information and (2) there is a “sufficient nexus”
between the information sought and the underlying inquiry of the investigation. In re Grand
Jury Subpoenas Duces Tecum, 78 F.3d 1307, 1312 (8th Cir. 1996) (applying heightened standard
to grand jury subpoena for records of campaign contributions); In re Faltico, 561 F.2d 109, 111
(8th Cir. 1977) (per curiam) (applying heightened standard to grand jury subpoena for
membership of trade association); see also, e.g., In re Grand Jury Investigation of Possible
Violations of 18 U.S.C. § 1461, 706 F. Supp. 2d at 13, 16-21 (applying heightened standard to
grand jury subpoena seeking to compel company to produce records of customer purchases of
movies); Tattered Cover, 44 P.3d 1044 (applying heightened standard to search warrant for
criminal suspect’s book purchase records); In re Grand Jury Subpoena to Kramerbooks &
Afterwords, 26 Media L. Rep. at 1601 (applying heightened standard to grand jury subpoena for
Monica Lewinsky’s book-purchase records).
In particular, courts have repeatedly applied this heightened standard to government
requests for customer information from Amazon. In In re Grand Jury Subpoena to Amazon.com
dated August 7, 2006, the court held that the government must show a compelling need to obtain
buyers’ personal identities and titles of books purchased through Amazon from a seller suspected
of tax evasion. 246 F.R.D. at 572-73. In Amazon.com LLC v. Lay, the court considered a request
12
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from the North Carolina Department of Revenue seeking information about sales of all
purchases, including expressive works, to North Carolina buyers as part of an audit to determine
tax liability for purchases from Amazon. Because the court found that Amazon “established that
the First Amendment protects the disclosure of individual's reading, listening, and viewing
habits,” the court required the government to show a “compelling government interest,” that
“less restrictive means to achieve the government’s needs are not available,” and that there was a
“substantial relation” between the information sought and the compelling state interest – and
found that the government failed to meet that burden. 758 F. Supp. 2d at 1168-69.
Similarly, a court in Florida applied the heightened standard to a search warrant for an
Amazon customer’s purchase of expressive materials in a homicide investigation. The court
required that there be a “compelling need,” a “substantial nexus” between the information sought
and the subject under investigation, and that the government had “exhausted all other avenues to
obtain the information in ways that do not burden First Amendment rights.” In that case, the
court found the burden to be satisfied after in camera review of the requested materials. In re
Search Warrant, Pinellas Cty. (6th Jud. Cir. Ct., Pinellas Cty., Fla., Mar. 7, 2013 (attached
hereto as Exhibit 2)).
In practice, the heightened standard is similar to “strict scrutiny” – the level of review
required when government action collides with First Amendment-protected activity. Implicit in
the requirement that the government’s interest be “compelling” and that the information have a
“sufficient nexus” to that interest are additional factors that are often used in the strict-scrutiny
analysis, such as whether the request sweeps more broadly than necessary and whether the
information can be obtained from another source. As the Tattered Cover court observed, “law
enforcement officials’ need for the information sought cannot be compelling if there are

13
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reasonable alternate ways of conducting an investigation” and, accordingly, “[o]fficials must
exhaust these alternatives before resorting to techniques that implicate fundamental expressive
rights.” 44 P.3d at 1058-59.
The reason for this heightened standard is that government requests for expressive
information, by their very nature, chill the exercise of First Amendment rights. As another court
explained, the knowledge that government agents are seeking records concerning customer
purchases of expressive material from Amazon “would frost keyboards across America.” In re
Grand Jury Subpoena to Amazon.com dated August 7, 2006, 246 F.R.D. at 573. Indeed, “rumors
of an Orwellian federal criminal investigation into the reading habits of Amazon’s customers
could frighten countless potential customers” into cancelling their online purchases through
Amazon, “now and perhaps forever,” resulting in a chilling effect on the public’s willingness to
purchase expressive materials. Id.
Absent such protection for customers to seek and obtain expressive content, “the free
flow of newsworthy information would be restrained and the public’s understanding of important
issues and events would be hampered in ways inconsistent with a healthy republic.” Ashcraft v.
Conoco, Inc., 218 F.3d 282, 287 (4th Cir. 2000). Indeed, the publicity generated by this search
warrant in particular has led to numerous articles raising concerns about the use of Alexaenabled devices and other in-home intelligent personal assistants, and in particular whether use
of such devices exposes customers’ audio recordings and information requests to government
review.11 Such government demands inevitably chill users from exercising their First
Amendment rights to seek and receive information and expressive content in the privacy of their
own home, conduct which lies at the core of the Constitution. To guard against such a chilling

11

See supra notes 6-7.
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effect, this Court should require the State to make a prima facie showing that it has a compelling
need for any recordings that were created as a result of interactions with the Echo device, and
that the State’s request bears a sufficient nexus to the underlying investigation.
C.

If the Threshold Showing Is Met, the Court Should Review the Requested
Material In Camera to Determine If Production is Warranted

If the State makes a prima facie showing that it has met its threshold heightened burden
with respect to the type and scope of material sought, this Court should conduct an in camera
review of any recordings in order to determine if, in fact, this material meets the heightened
requirements for its production. In camera review is proper to ensure that First Amendment
concerns are properly protected with respect to the specific materials requested. See, e.g., In re
Search Warrant, Pinellas Cty. (Ex. 2 hereto) (reviewing materials sought by search warrant in
camera to determine whether heightened standard was satisfied). The rules of this Court
specifically contemplate the use of in camera proceedings (Ark. R. Crim. P. 19.6), and such
proceedings are regularly used in analogous cases involving the assertion of privileges and
confidentiality concerns to determine whether the specific materials at issue should be shielded
from disclosure. See, e.g., Orsini v. State, 340 Ark. 665 (2000) (holding that in camera review
of report was appropriate to determine whether the report contained sensitive or confidential
information shielded from disclosure by applicable regulations). The State’s threshold showing
must be made before submission to the court in camera, since “forced disclosure of these
materials, even to a judge for in camera inspection, will have a deleterious effect” and “inhibit
the … exercise of First Amendment rights.” N.Y. Times Co. v. Jascalevich, 439 U.S. 1331,
1334-35 (1978) (Marshall, J., in chambers).
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CONCLUSION
For the reasons set forth herein, Amazon respectfully requests that this Court quash the
warrant for any audio recordings and transcripts that were created as a result of interactions with
the Echo device owned by the defendant and located in his residence, unless the State first
determines that the State has met its heightened showing of need and then, upon in camera
review, determines that the specific demand for this particular material satisfies the heightened
requirements.
Respectfully submitted,
AMAZON.COM, INC.,
Petitioner

By: /s/ Todd P. Lewis
Todd P. Lewis
Ark. Bar No. 96226
CONNER & WINTERS, LLP
4375 N. Vantage Drive, Suite 405
Fayetteville, AR 72703
Telephone: (479) 582-5711
Facsimile: (479) 587-1426
E-mail: tlewis@cwlaw.com
Laura R. Handman (pro hac vice to be filed)
John D. Seiver
Alison Schary
DAVIS WRIGHT TREMAINE LLP
1919 Pennsylvania Avenue, N.W., Suite 800
Washington, D.C. 20006-3401
Telephone: (202) 973-4200
Facsimile: (202) 973-4499
E-mail: laurahandman@dwt.com
Counsel for Amazon.com, Inc.
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CERTIFICATE OF SERVICE
I, Todd P. Lewis, hereby certify that a true and correct copy of the above and foregoing
document was served via U.S. Mail, postage prepaid on the following attorneys of record:
Nathan Smith
Stuart Cearley
Benton County Prosecuting Attorney’s Office
100 Northeast A Street
Bentonville, AR 72712
Kimberly Weber
Matthews, Campbell, Rhoads, McClure & Thompson, P.A.
119 S. Second Street
Rogers, AR 72756
This the 17th day of February, 2017.

/s/ Todd P. Lewis
Todd P. Lewis
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Source: Media Law Reporter Cases > U.S. District Courts, District of Columbia > Grand Jury Subpoena to Kramerbooks &
Afterwords Inc, In re, 26 Med.L.Rptr. 1599 (D.D.C. 1998)

26 Med.L.Rptr. 1599
Grand Jury Subpoena to Kramerbooks & Afterwords Inc, In re
U.S. District Court, District of Columbia
Misc. Action Nos. 98-135 (NHJ) and 98-138 (NHJ)
April 6, 1998

IN RE GRAND JURY SUBPOENA TO KRAMERBOOKS & AFTERWORDS INC.; IN RE
GRAND JURY SUBPOENA TO BARNES & NOBLE INC.

Headnotes
NEWSGATHERING
[1] Forced disclosure of information — Disclosure of unpublished information — In general (►60.1001)
Forced disclosure of information — Common law privilege (►60.20)
Subpoenas issued by office of independent counsel to two bookstores seeking titles of books purchased by
former White House intern chilled their First Amendment rights and those of intern, and office must submit ex
parte filing describing its need for materials sought and connection between information sought from
bookstores and grand jury investigation.

Case History and Disposition
Motion by non-party bookstores and former White House intern seeking to quash subpoenas issued by office of
independent counsel.
Office of independent counsel ordered to submit ex parte filing describing its need for materials sought and
connection between information sought and grand jury investigation.

Opinion Text
Opinion By:
Johnson, J.:

Full Text of Opinion
The Independent Counsel has issued a subpoena to Kramerbooks & afterwords, Inc. (“Kramerbooks”), an
independent bookstore and cafe in Dupont Circle. The subpoena requests “all documents and things referring or
relating to any purchase by Monica Lewinsky” from November 1995 to the present, including but not limited to
certain purchases made by check. Both Kramerbooks and Monica Lewinsky have moved to quash the subpoenas.
Barnes & Noble, a national chain of bookstores, has received a similar subpoena directed to one of its local stores,
1
and has moved to quash that subpoena. Before the Court are also briefs filed by amici curiae in support of the
motions to quash: one from the American Civil Liberties Union and the American Civil Liberties Union of the
National Capital Area and another from the American Booksellers Foundation for Free Expression et al.
1

The Court finds that Kramerbooks and Barnes & Noble have standing to challenge the subpoena. See
Virginia v. American Booksellers Associations, 484 U.S. 383, 392-93 [14 Med.L.Rptr. 2145] (1988).

The Office of Independent Counsel (“OIC”) contends that the Supreme Court's decision in United States v. R.
Enterprises, 498 U.S. 292 (1991), governs the outcome of the motions to quash. In R. Enterprises, a federal grand
jury issued subpoenas to three companies its suspected of interstate transportation of obscene materials. Id. at
294. The subpoenas in that case sought corporate books and records
Page 1600
as well as copies of videotapes and the three companies moved to quash the subpoenas, arguing that the
materials sought were irrelevant to the grand jury's investigation and that the enforcement of the subpoenas was
likely to infringe upon their First Amendment rights. Id. at 294-95.
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The R. Enterprises Court decided that the movants' relevancy argument was unavailing because there existed a
“reasonable possibility that the category of materials the Government seeks will produce information relevant to
the general subject of the grand jury's investigation. Id. at 301. The Court went on to state: “The Court of Appeals
determined that the subpoenas did not satisfy Rule 17(c) and thus did not pass on the First Amendment issue. We
express no view on this issue and leave it to be resolved by the Court of Appeals.” Id. at 303. Because it did not
address the First Amendment question at issue here, R. Enterprises does not end the Court's inquiry.
The Court finds that the First Amendment is indeed implicated by the subpoenas to Kramerbooks and Barnes &
Noble. The First Amendment right to receive ideas “follows ineluctably from the sender's … right to send them” and
is also “a necessary predicate to the recipient's meaningful exercise of his own rights of speech, press, and political
freedom.” Board of Education v. Pico, 457 U.S. 853, 867 (1982); see also Kleindienst v. Mandel, 408 U.S. 753,
762 (1972) (“In a variety of contexts this Court has referred to a First Amendment ‘right to receive information
and ideas.’ ”); Griswold v. Connecticut 381 U.S. 479, 482 (“The right of freedom of speech and press includes not
only the right to utter or to print, but the right to distribute, the right to receive, the right to read…”).
It is apparent that the materials sought by the subpoenas would disclose specific titles of books purchased by Ms.
Lewinsky, whose First Amendment rights are at issue here. See Virginia v. American Booksellers Association 484
U.S. 383, 393 [14 Med.L.Rptr. 2145] (1988) (recognizing First Amendment rights of bookbuyers). Kramerbooks
and Barnes & Noble are also engaged in constitutionally protected expressive activities. “The constitutional
guarantee of freedom of the press embraces the circulation of books as well as their publication.” Bantam Books,
Inc. v. Sullivan, 372 U.S. 58, 65 n.6 [1 Med.L.Rptr. 1116] (1963). Justice Douglas emphasized the First
Amendment implications of revealing an individual's book purchases: “A requirement that a publisher disclose the
identity of those who buy his books, pamphlets, or papers is indeed the beginning of surveillance of the press …
Once the government can demand of a publisher the names of the purchasers of his publications, the free press as
we know it disappears … the purchase of a book or pamphlet today may result in a subpoena tomorrow.” United
States v. Rumely, 345 U.S. 41, 57 (1953) (Douglas, J., concurring); see also Denver Area Educational
Telecommunications Consortium Inc. v. FCC, 116 S.Ct. 2374, 2391 (1996) (finding that the requirement that
viewers must affirmatively request certain programming “will further restrict viewing by subscribers who fear for
their reputations should the operator, advertently or inadvertently, disclose the list of those who wish to watch the
‘patently offensive’ channel”); Lamont v. Postmaster General, 381 U.S. 301, 307 (1965) (finding unconstitutional
the requirement that an addressee file a written request with the post office to receive political propaganda
because such a requirement “is almost certain to have a deterrent effect”).
[ 1 ] The bookstores and Ms. Lewinsky have persuasively alleged a chilling effect on their First Amendment rights.
Many customers have informed Kramerbooks personnel that they will no longer shop at the bookstore because
they believed Kramerbooks to have turned documents over to the OIC that reveal a patron's choice of books.
Kramer Decl. at ¶17. Sales at the bookstore have also declined, id. at ¶18, and the store was picketed by a group
of librarians. Kramerbooks' Mot. to Quash at Exh. 2. Barnes & Nobles states that it believes the compelled
disclosure of this information will chill its First Amendment right to distribute reading material and its customers'
First Amendment right to have access to such material. Rosen Decl. at ¶8. Ms. Lewinsky alleges that her right to
purchase books has been chilled for fear of intrusion and embarrassment. Lewinsky's Mot. to Quash at p. 6.
The Supreme Court has never explicitly defined the standard under which a grand jury subpoena that implicates
the First Amendment must be examined, though it has noted, “We do not expect that courts will forget that grand
juries must operate within the limits of the First Amendment.” Branzburg v. Hayes,
Page 1601
408 U.S. 665, 710 [1 Med.L.Rptr. 2617] (1972). In Branzburg, the Supreme Court ruled that there was no
“reporter's privilege” and that reporters were obliged to respond to grand jury subpoenas and to answer questions
relevant to an investigation into the commission of crime just as any citizen would. The Court found that the First
Amendment did not apply to prevent the testimony; “neither the First Amendment nor any other constitutional
provision protects the average citizen from disclosing to a grand jury information that he has received in
confidence.” Id. at 682. The Court stated that, “[i]f the test is that the government ‘convincingly show a
substantial relation between the information sought and a subject of overriding and compelling state interest,’ ”
then that test was met in that case. Id. at 700-01 (citation omitted).
That test has been adopted by the courts of appeal facing the question of a grand jury subpoena implicating the
First Amendment. First, the government must demonstrate a compelling interest in the information sought or a
compelling need for the information sought. In re Grand Jury Subponea Duces Tecum, 78 F.3d 1307, 1312 (8th
Cir.) (holding that “a grand jury subpoena will be enforced despite a First Amendment challenge if the government
can demonstrate a compelling interest in … the information sought”), cert. denied 117 S.Ct. 432 (1996); In re
Grand Jury Proceedings, 776 F.2d 1099, 1102-03 (2d Cir. 1985) (holding that state interests must be “compelling”
and able to survive “exacting scrutiny” as to whether they are “sufficiently important to outweight the possibility of
infringement” of the First Amendment by a grand jury subpoena); In re Grand Subpoena, 701 F.2d 115, 119 (10th
Cur, 1983) (holding that, if the district court determines that enforcement of a subpoena would chill associational
rights, the government “must show a compelling need to obtain documents identifying petitioners' members”);
Bursey v. United States, 466 F.2d 1059, 1083 (9th Cir. 1972) (holding in the grand jury subpoena context that
“[w]hen governmental activity collides with First Amendment rights, the Government has the burden of
establishing that its interest are legitimate and compelling and that the incidental infringement upon First
Amendment rights is no greater than is essential to vindicate its subordinating interests”), overruled in part on
other grounds, In re Grand Jury Proceedings, 863 F.2d 667, 670 (9th Cir. 1988).
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Second, the government must also show a sufficient connection between the information sought and the grand
jury investigation where there is a First Amendment challenge to a grand jury subpoena. In re Grand Jury
Subpoena Duces Tecum, 78 F.3d at 1312 (holding that “a grand jury subpoena will be enforced despite a First
Amendment challenge if the government can demonstrate … a sufficient nexus between the information sought
and the subject matter of its investigation”); In re Grand Jury Proceedings, 776 F.2d at 1103 (holding that there
must be a “substantial relation” between the governmental interest and the information required to be disclosed.)
The Court finds, then, that it must determine whether the Office of Independent Counsel has a compelling need for
the materials it seeks and whether there is a sufficient connection between that information and the grand jury's
investigation. Because the OIC did not have an opportunity at the public hearing on this matter to make such a
submission, the Court will order that it do so at this time.
Accordingly it is this 6th day of April 1998,
ORDERED that the Office of Independent Counsel submit to the Court ex parte a filing describing its need for the
materials sought by the subpoenas to Kramerbooks and Barnes & Noble and the connection between the
information sought and the grand jury investigation, no later than Thursday, April 9, 1998, at 5:00 p.m.

ORDER
Before the Court are two motions of amici curiae. The Court has previously granted the motion of American
Booksellers Foundation for Free Expression et al (“American Booksellers move to file their amicus brief on the
public record. Also pending is the motion of the American Civil Liberties Union and the American Civil Liberties
Union of the National Capital Area for leave to file a memorandum of law as amici curiae in support of
Kramerbooks' motion to quash a grand jury subpoena.
Upon consideration of these motions, it is this 6th day of April 1998.
Page 1602
ORDERED that the motion of the American Booksellers Foundation for Free Expression et al for leave to file their
amici curiae brief on the public record be, and hereby is, granted; it is further
ORDERED that the motion of the American Civil Liberties Union and the American Civil Liberties Union of the
National Capital Area for leave to file a memorandum of law as amici curiae in support of Kramerbooks' motion to
quash a grand jury subpoena, be, and hereby is, granted; it is further
ORDERED that the motions of amici curiae American Booksellers Foundation for Free Expression et al, and the
American Civil Liberties Union and the American Civil Liberties Union of the National Capital Area in support of the
motion of Kramerbooks to quash a grand jury subpoena be, and hereby are, unsealed.
- End of Case -
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Prosecutors Seek Possible Evidence From Amazon Echo in Slaying
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Prosecutors in Arkansas believe that information gathered by an Amazon Echo
device could potentially provide evidence in an ongoing murder trial, and are
pressing Amazon to give them data from the device belonging to the defendant.
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Authorities are seeking the data to aid in their investigation of the alleged
murder of Victor Collins, whose body was found in a hot tub at the home of his
friend, James Bates on November 22, 2015. Bates was charged with Collins'
murder, said Nathan Smith, the prosecuting attorney in Bentonville, Arkansas,
during an interview with "Good Morning America" that aired today.
Amazon Completes 1st Drone Delivery
Suspect in Death of DC Yoga Teacher Charged With Murder
"Like any other defendant he is innocent until proven guilty," Smith said of
Bates. "The issue that I think that has drawn national attention is the search
warrant for Amazon echo device."
"We’re still in process of trying to obtain any info on that Echo device. I don’t
know if it has anything on it or not," Smith said. "The purpose of doing the
search warrant is to determine if there is information on that Echo device that
would either be helpful in the prosecution of Mr. Bates, or be exculpatory for Mr.
Bates, and we as law enforcement have an obligation to find out what’s on that
device to ensure that justice is done."
Smith said that the request for data has "been spun as an issue of privacy."
But, he says, "It really doesn’t have anything to do with that. In our legal system,
law enforcement can search property by lawfully obtaining a search warrant."
He added, "The only thing novel about is it’s a relatively new device."
The Amazon Echo device, which has both speakers and a microphone, can
respond to a user's voice commands or questions after it is activated with the
wake word "Alexa," according to Amazon's website for the product. A user may
also review past voice interactions with Alexa, which are stored in the device's
settings.
Amazon pushed back against releasing Bates' information, saying in a
statement that it "will not release customer information without a valid and
binding legal demand properly served on us."
"Amazon objects to overbroad or otherwise inappropriate demands as a matter
of course," the company added.
Bates' defense attorney Kimberly Weber said in an interview with "GMA" she
thinks Amazon "is going to take a very strong stance and do everything in its
power to prevent this from being released because it wants to make sure that its
customers are comfortable with its product.”
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Weber also argued that Amazon Echo data is not always reliable, and could
easily be used out of context.
“My client is innocent," Weber said. "I am not concerned at all with the
information being released, but I have a stand and my client is united in my
stand, that we are going to do everything we can to protect his privacy and the
privacy of others.”

Comments
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Prosecutors Get Warrant for
Amazon Echo Data in Arkansas
Murder Case
by ERIK ORTIZ

SHARE

Why using this Amazon device may mean losing
your privacy 4:36
The Amazon Echo is a voice-activated smart speaker
that plays music, gives the weather forecast and
updates its owner's shopping lists, among other
everyday tasks.
But prosecutors in Arkansas believe one such virtual
assistant may hold something far more crucial: data
that can help in a murder trial.
The case against Bentonville man James Bates is
gaining national attention after prosecutors confirmed
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there is an active warrant to obtain information from his
Amazon Echo.
While Benton County prosecutor Nathan Smith told
NBC News they're not trying to force Amazon to
comply with the warrant — and the e-commerce giant
says it has refused anyway — the case is putting a
spotlight on how newer types of personal technology
have become sought-after pieces of evidence.
Kim Weber, Bates' attorney, said that although he has
nothing to hide, she is still worried about the issue of
privacy. It's a familiar concern: How cellphones are
used to track people and whether seizing certain
information on them is legal has been taken up by
various courts.
"It is disconcerting for me as a defense attorney to
know that we are purchasing these wonderful items to
help us in our home ... to help us in our quality of life,
and then they can be turned around and ... used
against us to charge us in crimes," Weber told NBC
News on Tuesday.

Alexa, whodunit? Police seek Amazon Echo data
to solve murder 2:30
She added that Amazon was right in protecting her
client.
In Bates' case, prosecutors sought the Amazon Echo's
electronic data from Nov. 21 to Nov. 22 of last year,
when a homicide at his home occurred, to help piece
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together what happened.
Bates is charged in the murder of co-worker Victor
Collins. Police said Bates had invited Collins and two
other buddies over to watch football, and they drank
beer and vodka.
One of the friends left, and Bates, Collins and the other
friend got into a hot tub where they continued to drink
until 1 a.m., according to an affidavit. Bates said he
decided to go to bed, but woke up hours later and
found Collins face down in the water.
Bates called 911, and detectives found Collins' body.
The affidavit said he died of homicide by strangulation
with a contributing cause of drowning.
But investigators noted that Collins was bleeding and
bruised on his face, and that there was evidence of a
struggle and a cover-up. They also found Bates made
calls throughout the night to various numbers that
didn't go through, which appeared inconsistent with
him saying he was sleeping, according to the affidavit.
Bates told police the calls were so-called "butt dials."

Amazon Echo Is Siri On Steroids, for the
Connected Home 2:28
The other friend who was with the pair had returned
home by 12:30 a.m., his wife told investigators, and he
showed no signs of physical struggle, the affidavit said.
Bates was examined and there was bruising as well as
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scratches on his back, arms and abdomen, the
document added.
Finally, police said, utility records showed an increase
in water usage early in the morning, suggesting the
patio had been sprayed down to eradicate evidence.
Bates pleaded not guilty in court in April and posted
bail. He faces a trial next year.
While an Amazon Echo was located inside the home,
prosecutors have not said exactly what they might be
looking for to aid in the case. Police were able to
access data on the device, and prosecutors have
discussed with Amazon getting further data from it or
the company's servers, where the information s stored.
Related: Microsoft Wins Major Court Battle Over
Email Privacy
Amazon in a statement said it "will not release
customer information without a valid and binding legal
demand properly served on us. Amazon objects to
overbroad or otherwise inappropriate demands as a
matter of course."
Benton County prosecutors argue Amazon has no
legal standing in Bates' case not to turn over pertinent
information.
The Amazon Echo, by design, holds a wealth of
knowledge. The Internet- and Bluetooth-enabled
device is constantly listening. When someone gives
the trigger word — usually the name Alexa — and then
asks a question or makes a command, the virtual
assistant does its best to comply.
And, in those moments, Alexa is also recording.
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Police Demand 'Amazon Echo' Data as Part of
Arkansas Murder Investigation 1:39
Craig Ball, an Austin, Texas, attorney and computer
forensic examiner who owns an Amazon Echo, said
he's able to go back to his recording history and listen
to what he's commanded in the past. If a conversation
was going on simultaneously or the TV was on, he can
hear that as well.
That's why prosecutors would be interested in prying
into an Amazon Echo — Alexa could in some ways be
an alibi for someone or have recorded snippets of an
incriminating conversation.
"If there was a quarrel going on, if an individual was on
the phone at the same time, you might be able to hear
that," Ball said. "While the command is being spoken,
it's picking everything up."
But, for now, Benton County prosecutors say the data
Amazon might have is not as important as other
records, unrelated to the Amazon Echo, that have
already been obtained — so there's no need to use
litigation to get the company to surrender the data.
It's unclear how long Amazon stores customers' Alexa
recordings.
Still, Ball said, people shouldn't have a reasonable
expectation that their data is off limits when a thirdparty company holds it.
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The issue of privacy and police seizing personal data
and devices, including smartphones and computers, is
only going to get thornier as people use more
sophisticated technology in their routine activities, the
American Civil Liberties Union cautions.
"Just as with mobile phones, the data these devices
collect can paint an intimate picture of our inner and
personal lives," said ACLU staff attorney Brett Max
Kaufman. " ... Going forward the courts should be
careful to understand and appreciate the important
privacy concerns that these devices present."
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(CNN) — Amazon is pushing back
against an Arkansas prosecutor's

Arkansas prosecutor seeks data from murder
suspect's Amazon Echo smart speaker

demand for information from a murder
suspect's Echo smart speaker, setting

Amazon won't turn over info; defense attorney
says nothing on device "will hurt us"

up another legal battle over
investigators' quest for technologybased evidence and American privacy

rights.
Benton County Prosecuting Attorney Nathan Smith hopes the voice-activated
Echo -- which answers users' questions, plays music, reads news and connects
to other smart devices -- will provide information on how a man came to be
found dead in 31-year-old James Bates' hot tub.
Bates' defense attorney, Kimberly Weber, says there is nothing useful on the
device and applauds Amazon for protecting her client's privacy. Bates, who was
arrested in February on suspicion of first-degree murder, is presently free on a
$350,000 bond. A discovery hearing in his case is scheduled for March.
As technology has become more and
more integral to daily life, authorities
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Related Video: How did FBI get hackers
to access terrorist's iPhone? 01:54

have increasingly sought evidence
from mobile phones, laptops, social
media, even the Warcraft video game.

The investigation into the 2015 mass shooting in San Bernardino, California,
pitted Apple, which built one of the shooter's mobile phones, against the FBI,
which wanted the tech giant's help cracking the device's PIN code. The trial of
Justin Ross Harris, the Georgia dad convicted of leaving his young son in a hot
car to die, regularly delved into texts, Google searches and Reddit posts.
Attempting to mine a smart speaker for information may be a first, though.

Different expectation of privacy?
Joel Reidenberg, the founding academic director for Fordham University's
Center for Law and Information Policy, told CNN it's the first such case he's
seen, but he isn't surprised that smart speakers are already the subject of a
court battle.
While some might argue that voice
technology such as Echo, Siri or
Related Video: Sexting and Hot Car
Death: Is is relevant? 04:25

Google Home, which assist users with
queries and tasks, come with a
different expectation of privacy than,
say, social media postings or Internet

searches, Reidenberg said he feels such an attitude is naive.
"I think Amazon is likely going to lose that motion if it goes up the chain of
appellate courts," he said.
According to Amazon, Echo works by constantly listening for the "wake word" -"Alexa" or "Amazon," by default -- and then records your voice and transfers it
to a processor for analysis so that it can fulfill requests or answer questions.
The recordings are streamed and stored remotely, and can be reviewed or
deleted over time, Amazon says.
"How is that any different from you sitting at your keyboard typing?" Reidenberg
asked.

The case
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The Amazon Echo entered the November 2015 murder case because someone
present on the night of Collins' death allegedly recalled hearing music
streaming through the device that evening.
Bates had invited two friends -- one of them former Georgia police officer Victor
Collins, 47 -- over to his Bentonville home, where they watched college football,
drank beer and shot vodka, according to the search warrant affidavit filed in
Benton County Circuit Court. The men decided to get into Bates' hot tub and
Bates said he went to bed around 1 a.m. When he awoke in the morning,
Collins was floating face-down in the hot tub, the affidavit says.
Bates' attorney, Kimberly Weber, says Collins was Bates' friend, and his death
was a tragic accident, possibly stemming from his drinking. Collins' bloodalcohol content at the time of death was .32, four times the legal limit to drive in
Arkansas, she said.
The Amazon Echo is always listening for its wake word.

"It's not a murder at all. It's an accident," she said, adding that she feels calling
the case against her client circumstantial would be giving it too much credit.
Investigators contend in the affidavit there were signs of a struggle, including
injuries to Collins and Bates, a broken shot glass, dried blood inside the home
and indications the patio and hot tub had been hosed down before police
arrived.
Another smart device, Bates' water heater, points to an exorbitant amount of
water being used in the early-morning hours, in what investigators believe was
an attempt to cover up a crime, the affidavit says.
Weber argues the amount of water was unremarkable and nearly equal to the
amount of water used in the home 12 hours earlier, she said.

Amazon: Demand 'overbroad'
Smith, the prosecutor, told CNN that the data the Echo captured on the night of
Collins' death could provide clues as to what happened.
His office made two attempts to obtain the data from the Echo, but Amazon
refused both times. The company declined to comply with a search warrant, he
said.
"They'll say it's for privacy reasons, but I don't believe they have a legal leg to
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stand on," he said. "I don't think they're a bad company or anything, but I don't
think they want to release it because they want to sell more of them."
Investigators have routinely obtained
warrants for suspects' phones,
Related Video: Cyber security in the
mobile era 03:59

computers, even their blood, he said,
so "there's not a rational or legal
reason that we shouldn't be able to
search that device."

Amazon disagrees.
"Amazon will not release customer information without a valid and binding legal
demand properly served on us," it said in a statement. "Amazon objects to
overbroad or otherwise inappropriate demands as a matter of course."
The company's representatives did not respond to a follow-up email asking why
Amazon did not feel the search warrant constituted a valid legal demand.
Weber said Amazon did provide prosecutors with Bates' subscriber information.
The attorney also noted that the documentation that comes with the Echo
states that Amazon cannot guarantee that "its functionality or content ... is
accurate, reliable, or complete." To try to enter an Echo's recordings as
evidence is "crazy," given the disclaimer, she said. Not that she's terribly
worried.
"There's nothing on the Amazon Echo that will hurt us," Weber said. "We're not
fearful of anything being provided, if Amazon does indeed respond."

Orwellian implications?
Weber is adamant in her assertion that devices like the Echo are designed to
make life easier around the home and "shouldn't be used against you." While
Fordham's Reidenberg understands the sentiment, he expects attitudes to
change as the devices become more ubiquitous. We've already witnessed it
with mobile phones, he said.
"We haven't yet seen, but we will see,
the same kind of things happening
Related Video: Privacy and your emails
03:54

with these voice-activated home
devices," he said, predicting the
content of smart speakers will soon
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be regularly featured in divorce cases.
"These are the perfect surveillance devices, if they aren't treated with care."
Another question, he said, is how a device that's "always listening" processes
what it hears. Sure, Amazon says the Echo records only after users utter the
wake word, but, Reidenberg asks, will that always be the case?
"That could change tomorrow," he said. "That's just today's architecture for it."
The Electronic Privacy Information Center has long been concerned about
"always-on" devices and wrote in a July 2015 letter to the US Justice
Department that such machines are "increasingly prevalent in the 'Internet of
Things,'" the term used for the networking of common, everyday objects,
allowing them to send and receive data.
Along with the Amazon Echo, other technology cited in EPIC's letter were
Samsung smart televisions, Google's Chromium browser, Mattel's "Hello
Barbie" doll, Microsoft Kinect for the Xbox, Nest Cam security cameras and
Canary Connect home security devices.
"Americans do not expect that the devices in their homes will persistently record
everything they say," EPIC warned the Justice Department. "By introducing
'always on' voice recording into ordinary consumer products such as
computers, televisions and toys, companies are listening to consumers in their
most private spaces.
"It is unreasonable to expect consumers to monitor their every word in front of
their home electronics. It is also genuinely creepy."
Follow @eliottcnn
CNN's Lauren Leslie contributed to this report.

http://www.cnn.com/2016/12/28/tech/amazon-echo-alexa-bentonville-arkansas-murder-case-trnd/[2/3/2017 3:10:14 PM]

Amazon pushes back on prosecutor request for Alexa smart speaker info - CNN.com

Search CNN...

U.S.

World

Crime + Justice

Africa

2016 Election

Markets

Energy + Environment

Americas

Washington

Tech

Extreme Weather

Asia

Nation

Media

Space + Science

Europe

World

Personal Finance
Luxury

Middle East

Opinion

Health

Political Op-Eds

Diet + Fitness

Social Commentary

Living Well
Parenting + Family

Stars
Screen
Binge
Culture
Media

Business
Culture
Gadgets
Future
Startups

Travel
Fashion

Living

Best of Travel

Pro Football

Food

Design

Sleeps + Eats

College Football

Relationships

Architecture

Business Travel

Basketball

Religion

Arts

Aviation + Beyond

Baseball

Autos

Soccer

Luxury

Video

More…

Live TV

Photos

Digital Studios

Longform

CNN Films

Investigations

HLN

iReport

TV Schedule

CNN profiles

TV Shows A-Z

CNN Leadership
CNN Newsletters



U.S. Edition +

© 2017 Cable News Network. Turner Broadcasting System, Inc. All Rights Reserved.

http://www.cnn.com/2016/12/28/tech/amazon-echo-alexa-bentonville-arkansas-murder-case-trnd/[2/3/2017 3:10:14 PM]



Amazon pushes back on prosecutor request for Alexa smart speaker info - CNN.com
CNN Sans ™ & © 2016 Cable News Network.
Terms of Use | Privacy Policy | AdChoices

| About us | Visit CNN | Newsletters | Work for us | Help | Transcripts | License Footage | CNN Newsource

http://www.cnn.com/2016/12/28/tech/amazon-echo-alexa-bentonville-arkansas-murder-case-trnd/[2/3/2017 3:10:14 PM]

